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File Options Process View Help
(& A —
Process FID Protocol  Local Address Local Port Remote Address Remote Port  State 2
Eiexplore.sve 4472 TCP 20110301006pc.ssg5-serial 25114 tz-4n£113.1e100.net hittp CLOSE_WAIT
Eiexplore.cxe 4928 TCP 20110301006pc.ssg5-serial 25133 reg.softking.com.tmw http ESTABLISH...
Eiezplore.cxe 4472 TCP 20110301006pc.csgd-serial 25134 wrw-14-06-prnl facebook.com http ESTABLISH..
Eiezplore.cxe 4928 TCP 20110301006pc.2eg5-serial 25136 reg.softking.com.tw hitp ESTABLISH..
Eiexplore.exe 4928 TCP 20110301006pc ssg5-serial 25137 ec.softking.com.tw hitp ESTABLISH...
Eiexplore.exe 4928 TCP 20110301006pc ssg5-serial 25138 tz-in-f155.1e100.net hitp CLOSE_WAIT
Eiexplore.sve 4928 TCP 20110301006pc.ssg5-serial 25139 reg.softking.com.tmw hittp ESTABLISH...
Eiexplore.cxe 4928 TCP 20110301006pc.ssg5 -serial 25140 reg.softking.com.tmw hittp ESTABLISH...
@iezplore.exe 4928 TCP 20110301006pc.s3g3-serial 25141 reg.softking.com.iw hitp ESTABLISH.. 3
@iezplore.cxe 4928 TCP 20110301006pc 2eg5-serial 25142 reg.softking.com.tw hitp ESTABLISH.. i
Eiexplore.exe 4928 TCP 20110301006pc ssg5-serial 25143 tz-in-£155.1e100.net hitp CLOSE_WAIT
Eiexplore.exe 4928 TCP 20110301006pc ssg5-serial 25145 20369.113.11 hitp ESTABLISH...
Eiexplore.sve 4928 TCP 20110301006pc.ssg5-serial 25147 tz-n£155.1e100.net hittp CLOSE_WAIT
Eiexplore.cxe 4472 TCP 20110301006pc.53g5-serial 25150 2118-214.226-110.deploy akamaitechnologies.com https ESTABLISH...
Eiezplore.cxe 4472 TCE 20110301006pc.csgd-serial 25131 2118-214.226-110 deploy .akamaitechnologies.com hitps ESTABLISH..
Eiezplore.cxe 4472 TCP 20110301006pc.2eg5-serial 25153 204.1.136.66 hitps ESTABLISH...
Eiexplore.exe 4472 TCP 20110301006pc ssg5-serial 25154 204.1.136.66 hitps ESTABLISH...
Eiexplore.exe 4472 TCP 20110301006pc ssg5-serial 25185 lgal5s29-in-f11.1e100 net hitp CLOSE_WAIT
Eiexplors.exe 1472 UDP 20110301006FC 50094 5 5
Eiexplore.exe 5100 UDP 20110301006FC 50881 5 5
Eiezplore.cxe 4928 UDF 20110301006FC 56388 ' '
@iezplore.cxe 4906 UDF 20110301006FC 57347 o x
@iexplore.exe 4472 UDF 20110301006FC 60771 % 5
@iexplore.exe 4300 UDF 20110301006FC 63717 " R

lsass.exe 824 TCP 20110301006FC 1028 20110301006FC 0 LISTENING

lsass.exe 824 TCPVE  20110301006pc 1028 20110301006 0 LISTENING

metac.eze 6104 TCE 20110301006pc.csgd-serial 23082 relay2.tplrc.edutw ms-wht-server ESTABLISH...

services.exe 808 TCP 20110301006FC 1029 20110301006FC 0 LISTENING

services.exe 808 TCPVE  20110301006pc 1029 20110301006pc 0 LISTENING

spoolsv.exe 1460 UDF 20110301006FC 63175 & 5

svchost.exe 608 TCP 20110301006PC epmap 20110301006PC o] LISTEMING

svchost.exe 3512 TCP 20110301006FC fips 20110301006FC 0 LISTENING

svchost.exe 838 TCP 20110301006FC 1026 20110301006FC 0 LISTENING

svchost.exe 1072 TCP 20110301006FC 1027 20110301006k 0 LISTENING

svchost.exe 1720 TCP 20110301006FPC ms-wht-server 20110301006FC 0 LISTENING

svchost.exe 3512 TCP 20110301006FC docm 20110301006FC 0 LISTENING

svchost.exe 3512 TCP 20110301006FC 7438 20110301006FC 0 LISTENING

svchost.exe 1936 UDP 20110301006PC sadp hd *
Elgychost.eze 1926 UDF 20110301006pc.csgd-serial ssdp i i
Elgvchost 1926 UDF 0110301006p sadp * * Z
Endpoints: 112 Established: 17  Listening:35  TimeWait4  Close Wait: 7
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file Options Process View Help

@ chrome.exe 4600 TCP

| & % =

Process PID Protocol  Local Address Local Port Remote Address Remote Port  State ©

% System 4 TCP 192.168.1.100 2507 192.168.1.103 445 ESTABLISH...

% svchost.exe 4512 TCPVE  [fe80:0:0:0:d3f:e606:d04b:4940] 1055 [£e80:0:0:0:6d3d:cblb:d3tb:44el] 3587 ESTABLISH...
192.168.1.100 20262 72.14.203.103 443 ESTABLISH...

Time Wait: 0 Close Wait: 0
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% [System Process] 0 TCPVE  [fe80 d3f:e606:d04b:4940] 2869 [e80:0:0:0:256€:1 efa:32ad:a55d] 50189 TIME_WAIT
% [System Process] 0 TCPV6  [feB0: d3f:e606:d04b:4940] 2869 [e80:0:0:0:256e:1efa:32ad:a55d] 50184 TIME_WAIT
%) [System Process] O TCPVE  [fe80: d 3f:e606:d04b:4940] 20899 [fe80: :6d3d:cblb:d3fb:44el] 3587 TIME_WAIT
5 System 4 TCP 192.1 92.168.1.103 445 ESTABLISH...
) suchost.exe 4512 PV e [f80:0:0:0:6d3d:cb1b:d3fb:4del ] 3587 ESTABLISH...
 chrome.exe 4600 86 72.14.203.19 443 ESTABLISH...
i Syste 4 Process Properti d04b:4940] 2869 [e80:0:0:0:256€:1 efa:32ad:a55d] 50192 ESTABLISH...

End Process...

Close Connection

Whois... ctrl+w
Copy ctrl+C

Endpoints: 7 Established:4  Listening: 0 Time Wait: 3 Close Wait: 0
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updates,
supplements,
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24 00l 850K 7384 K Windows TFRIEMEIZIER Micwsof Copoustion
4z <00l 178K 144K
a3 <001 BESK 222K
3164 60%K 10424K
82 0w 158K 14K
w0 ool 3I%K 29K
an 438K 396K
U2 <001 292K 6K
350 326K 304K
340 114 2K TS0 Windows BRE Micicaoft Carpeaation
B4 <001 850K 276K
W% <001 27132K 1952K
814 <001 266K 155372K
74 <001 27564K 519K
sm 054 E86800K 344K Miciosoft Corpuation
CPU Usage: 3.63%  Commit Charge: 50.48% Pr Physical Usage 77.49%

2.3.5 AH ¥ RS
ABIOP DERPEHFF RT DS, 1 BV BT HI
B fe? , T L g7 ehfRst, PR JUe e T et e
FHVROELAR.
2.3.5.1 AR TR FREL
ERAANT ¢ e A E ofl, R ANE i T ¥l
I

FE - BRES T AMER (Process), FERb IR X K
B AT BRI BEF B, FF R, T A i
ALR BaEAp R LA (7 0 & B AR

A 45 5|12 Msnmsgr. exe & 1.

% Process #f i ¢, BLiE msnmsgr. exe $ 4 7 ¢ 247
ﬁ
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:l?é.iexplore.exe
I e iexplore.exe

Q-Dir.exe

&4 msnmsgr.exe

== :;:iiii;iiiii;I;
&4 msnmsgr.exe:3336 Properties

1! TCPIP | Security
|

I Environment

image=—==performance | Performance Graph | Gi

S GiTiE S

P
AVGIDSMonitor.exe
jusched.exe

u MmReminderService.exe
eaavaiciiava

Version:  15.4.3538.513

Qﬁ Windows Live Messenger
i \
(Not verified) Microsoft Corporation

H A

2% Image F 4%, ¥ & 5 Path:sf p, 0o 38 P 5 %4250 5%

'*"‘é,ﬂ\#m 25 %

C:\Program Files (x86)\Windows
Live\Messenger\msnmsgr. exe

4 msnmsgr.exe:3336 Properties o | & li\gu

TcPfiP | Secwity | Envionment | Stings |

Image | Performance I Performance Graph I GPU Graph | Threads |

Windows Live Messenger

(Not verified) Microsoft Corporation
15.4.3538.513

2011/5/13 T4 04:03

| Path:
C:\Program Files (x86)\Windows Live\Messenger\msnmsgr.exe
ommand line:

"C:\Program Files (x86)\Windows Live\Messenger\msnmsgr.exe"

Current directory:
C:\Program Files (x86)\Windows Live\Messenger\

Parent: explorer.exe(3688)

User: 20110301013PC\younghu

Started: k4 08:54:07 2011/9/28 Image: 32-bit Bring to Front
Comment: Kill Process

Dot e I fioo /OCDN Ciobic: NCD /7,

+5ﬁ$_2:

2 Google 3872423 I Fr2 BT &
FAY AT IR RS
“msnmsgr. exe” 7 path”

16

?, ¥ 3t Google ¢



“msnmsgr.exe” "path” “

EpEIES

What is MsnMsar.exe? MsnMsar.exe Task Manager Process ... # - [ EEFERESEE )
searchtasks.answersthatwork. comiaskiist php?File=MsnMsar - B EFiE

MsnMsgr.exe or MsnMsar : Microsofts MSN Messenger from version 6 onward. The full path

to this program, as shown in The Ultimate Troubleshooter, should ...

H AT
AP F L%, T ALl msnmsgr. exe & Frd R T
L
=3

kg ¥ 438 % % Ik (4o Windows XP, Windows
Vista, Windows 7 ¥ )C:\Program\" B2/ & fL € 7
a3

Program Name : MsnMsgr.exe (2 manufacturer possibilities)

MsnMsgr.exe Microsoft
Manufacturer :

MsnMsgrexe || \,coms Choice
Status :

MsnMsgr.exe i
Description : shown in The Ultimate Troubleshooter, should be "C:\Program Files\MSN
Messengerimsnmsagr”. If it is not, then you may have a virus.

Lk N

it Google B3 % 2 B T2 BT, B
AARRRT, R AN BEYE R LB E,
GEGE i"éfi—i B R AR,

L

% Goolge & mARM AL, ¥ 0T AR 17 439
http://www. liutilities. com/products/wintaskspro/pro
cesslibrary/

17


http://www.liutilities.com/products/wintaskspro/processlibrary/
http://www.liutilities.com/products/wintaskspro/processlibrary/

# =
O 3Z RS, @ * Process search i 7 3% 4 iﬁ:&ze
** Process search ¥ » 25 % 4, 4- msnmsgr, I &
# 7™ > Search Now 44z, 32 ™ B

liutilities.com

Free resource ibraries by Uniblue

Uniblue m Tnc Wastunaton Post Microsoft

ProcessLibrary YaHOO! ©

In the recesses of your computer, 20-30 invisible processes run silently in the

background. Some hog system resources, turning your PC into a sluggish

cumputev Worse yet, other useless processes harbour spyware and Trojans -
v i ter. Uniblue

ow the
@ Browse all other processes w
ABCDEFGHIJKLMNOPQRSTUVWXY Z Other D SETRY
agrsmmsg.exe alg.exe ati2eviocexe
avp.exe ccap.exe ccsvehst exe
cidaemon.exe cisvc.exe cli.exe ©Process search
conime.exe crss.exe . Search for another
cifmon.exe cthd INDCAsS
(e.g. explorer.exe)
dumprep.exe dw2p exe
dwwin.exe ehtrdy.ene msnmsgr
hkemd.exe hpzipm12.exe ieXplore.exe Search Nowl
ighdray.exe inetinfo.exe isuspm.exe
lusched exe kbd exe khalmnor exe

ﬂ-l}ﬁ)r’;,\
d L FEE VT EETNMRE { R EaRp, ?%‘QJT

.

msnmsgr.exe

Click here to run a free scan for msnmsqgr.exe related errors

Process name: MSN Messenger

[Application using this process: MSN Messenger
Process author: Microsoft Corp.

Recommended: Scan your system for reqistry errors

What is msnmsgr.exe doing on my computer?

msnmsgr.exe is the main executable for MSN Messenger,

which is bundled with Windows and Microsoft Office. It
provides online chat, an file sharing capabilties. Fle Options View ShutDown Hek
tem processes like msnmsgr.exe origina

m. As mo:

Applications | Processes | performance

t ntation and
accuvmiared narmm\ errors lr is recommended that you Image Name
check your reqistry to identify hidden errors now. taskmor.exe
wuauch.exe
imapi.exe
msnms

avp.exe

#H 31
FresrGoogle AR EHIM- 5 BET - R
&

F].
2.3.6 5&7 RER
TR T RALA e, XY 3 R E w R, - Hw ey
~ R
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2.4 9 Jpd R AP ELAS

%,

2 2

S0

BEH T T HERELAAS B, ARRAERAN LT AL

TR F LR VRS

2.4.1 37 7 Alazs

2. 4.

#2354 &4 : Autoruns for Windows

AL Vi
http://technet. microsoft. com/en-us/sysinternals/bb963
902

2 131 Sk

2.4.2.1 T 415 MRS, 8 R IR, A FheT
B RBET it s
H R BE RS T
L BT SEL  |

=4 5 P
7y TR

(& T aF)% RARGBHMT b, 7 il § 7 b hfa R

1S Astornize | a5 .
SEH RSO LRG) RIARD) SR MAK
- '
DEa@®LUbWe0 R +¥
m\ pEas |sx mA e 8x @8 wR | Be =W =W
B B Avorndep- 2P TAW R36x) 1399461 1
L) I I B snEa @Y #INEW CcRE32
¥
Poworumschm 2 43908 41323 2009/2/30F... BAS3ACES
Deutoruns.exe 738,080 312456 2011/9/19 £ FC67FDBC H ®ifn;
Dovtorumcere 5412 27821 20179 . 18E3ESCA
[ Eudatet 7.005 084 « 208728 E. 46a7rER0
it = ER ) web site_check
3 | —RRE | aRRE @) B A-50C BERE REARSEY
70) by ==ms ?_‘ xpsEmEnsOP
I D5e03-ASOC Shanv\Aubruns -| e - s
= be an &) m-AsOC
© BRETRRRE) T &zmEa ) e
RESIEGEE0) i o TG ca TAERD) Ben—rnnse
AEGEEFENERE 58 o3 = BEARSEN
]
RS -y FINEE )
° ERSANIEK) e R D) ¥ 201103010139
TRAMZHRE) & i DYD RY WA E)
HACIETEHERE) 5 g BRI F)
EREHREN) o G e
B sttachenc ychopedia
L AR TR ERTEEE S
) |
X 45 1399461 ot | ———————
— L
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2.4.3 % KA
2.4.3.1 % FAR:H FpdeT
#H 3 - B fRR AR 4 N 2 Autoruns. exe
BB D IAREEE TS, & B Agree
CESA

pYou o alvn cxe o h o sccept the EULA b« peO. v Autorums B B
INTERNALS SOFTWARE LICENSE TERMS @ SaEE- @EE REEe- » - 09
hese license terms are an agreement between Sysinternals (a wholly o BORE =% =
lowned subsideary of Microsoft Corporation) and you. Please read them. 4 1
hey apply to the software you are downloading from Systinternals.com, TR (R sutoruns
Includes the media on which you received t, if sny. The terms also = ax S —
apply to any Sysinternals W = g g
* updates, | Euls
. W ang
supplements, 2 2 o
*  Internet-based services, and - o EE
pm ] [ owe ]| oecne ] iy
-~ Es
& mERE
R L
& zmsno
s THER D)
G R
' 1% 20110301004PC
8 20110301013PC
L P—— »
= autoruns a3 =M
< BEGEX SREM: 2011/9/19 £ 1036

2.4.4 #7258
2.4.4.1 AR, H FAcT
W2 - BRE X XRJTT 2 autoruns

J « pcO.. » Autoruns v | 42 | == Avtoruns pel
P EESIE - R =~ 0 @
S BnEE =

B TR @ autoruns 1
G BEAUE B sutorunse
[l Eula
=gt -1
@ x#
J =2
E =2
= 8-
o sEnE
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BE S AR Mg R F T M ILT A B

*~% o T 5 autoruns A T2 A F 5

dRadxs®
[ appint_ | _[% KnoweDLLs 7[7.\« | &\ Winsock Providers | PrintMontors | %) LSA Providers \ & Network Providers | [ Sidebar Gadgets.
3 Evoyting | Logon | Explorer_|_ @ Intesnet Exploer| (2 Scheduded Tasks |, B Services | 48 Diivess.| |3 Codecs | [=1 Boo Execute | [ image Hiocks |
pe—— fre— Putisies Tage Pah =
5 HELMGOR TV ARE N oot Wi oVt
9] 5] DAEI CHT Senp Mocwosot Offics DEDID Mcosch Compomtion e —
U] g Adote ARM  Adobe Readesaad Acicbat Ma... Adote Sysems Incogomind ¢ psogam Sles G@Gfcmencn
B M s mar 470 T AVO Tackackogis CZ £10. ¢ \ragam Sles GBSzl
7} BCitye P
B B s i M A e D, B S & owagam s Geeommon
7 B P pe
Y] o] DEellEn Easllictvodts Schaduler Fealletveds, i © oo s (86 hmaliel
] !Vﬂw—)ﬁ\-\y Vhwan Host etk Aocess .. Vhlwasm, ac e —
] ) Moot Windo... Wndows Mai
Y] (;2) Mocromcht Windo.. Windows Mail Mocuosoft Copontion g files (@B windows
g T ———
7| ) e Mot Offce XML MIME .. Moot Conpntion o puogmrm e ek
P ————
| ) bl peeal AVG
&
) ) Groom GFE St 5
'
Groom GFS 5t
'mm-ch-mn&mm
] ) AVOSSMUEx.. AVO Skl Exuacicn VO Teckackogis CZ 310 o esogm fles GBGavgiarel
7| ) WaRAR P —
Y - . |
o
] ) AVOSSMIEx . AVOSkLE ave o o
7| %) WaRARS2 < rogarm Seshvismdmrt2
¥ = o
&
] ) 300K Groore G
&
Y| ) XX Gwoove GF. Wadpa.
&
Y] w WoRAR © oo St dl
v . o
&
vl vomar2 < \ogam Seviamdmers2
&l e
,mm..m_m N
£ R —
Foady

2.4.5 &P A BEFHET RER

2.4.5.1 FELEHME S Options P&, ¥ §ET 53 BEA,
A B e

2.4.5.1.1.1 Verify Code Signatures

2.4.5.1.1.2 Hide Microsoft and Windows Entries
1ER,REMERES Btk E 18
i Microsoft #T# 2 3 P, 14 4457
B st
40T [

.
At 2o
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- Autqruns-sxs"‘" nals: ww
File Entry |6ptlons| Help

] u 2) Include Empty Locations

v Hide Microsoft and Windows Entries

&2 Evenptf v  Hide Windows Entries

Autorun Enteyf |/ Verify Code Signatures

4y HELMS
@ 1

HKLM\SOF Run
V] Adobe ARM - Adobe Resad
W] ‘ AVG_TRAY AVG Tray N
QJ BCSSyne Micicsoft O
(V] [a7] IME14 CHT Setup Micyosoft Of
[71 M MMRewindeService MindManag]

Micyosoft Of

2.4.5.2

uns - Sys

#-F e #% 3 Tlogony ,
BELFAPEIALN, T H

-'S o

File Entry Options Help

d2RAAXK

7 Eveythi

2 Wi ﬂm&ovidas

4 Logon § {prtef | & |Intemet Explorer

Autorun Entey

HEKLM\SOF TWAREMicyosoftiWindows\CunentVersion!
'n"| IME14 CHT Setup
HELM\SOF TW AREW ow643 2Node \Wic rosoftiWindowsYCumentVersion\Run
B Adobe ARM
V] §F AVG_TRAY
[Z] ) RCSSvne

2.4.5.3

*Tlogony B & T, #4% Description, Publisher, Image
Path=# P .3 %% T W.

Descuption

Miciosoft Office IME 2010

AVG Tray Monatox

2.4.5.4

Adobe Reader and Aciobat Managex

| Mieyoenft Office 2010 commonent hfic o

Fubhshex Irage Path

Adobe Systerrs Incorporated
AVG Technologies CZ, s.x0.

1es
anft Commoration

7wk Description, Publisher, Image Path = #§ =+
E- Rz, VA LERAES T TR

22



File Entry

Opti
d2aanaxsy
& Winiogon [ & Winsock Providers 2 Pint Monitors [ © LSAProviders I & Network Providers | B Side
3 Evething | 24 Logon  Explores ] & Intemet Explorer iz Tasks [ B Services ] 2 Diivers | [ Codecs l 1 Boot Execute I 3 Image Hiacks l % Applnit
Ao Eaty Deseription Publisher Image Path
% R
V| g Adobe ARM (Veaified) Adobe Systrs, Inco.. o proguam fles (86h Ohadbe

V| 0§ MMRemindesService
V| [ swlevaUpisteSched

&30 " s
V| 37 DuopbescInk
7| [ EvemoteClipper bk ve Evenote Corp., fr m filesfoE6)k
HKCU'S \ 0 A
V| (s Dexpot ves Dexpot GbR 3 o filk o
Y] < Dito o Avekeram filesh86h
7| g Google Update Google RRIES (Venied) Google Ine sk Ngcogleh o
HKCU'S A T AC ARwnOnot
v - FlashPlaye:Update Adobe® Flash® Playe: Installex/Uninstallex 10.3 1181 (Vexified) Adobe Systems Incax... o:h \ oA diflashiflask sctivex exe

3

2.4.6 %4% s B HT RES
21,6 2 2.2.5.4 5 3 P 2 qedkp ?,ﬁﬂ%&@%rﬁ% 3.
LR waR | AR

R D 2 4TE ML ERARN S FA TR S, X AR LR LR

T 3%(02)23651106
&R A2 65013
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1.

1.

it 1~ AP TR REE (Packet)

SmartSniff & - 47 #FP~id Gep+ 2 TCP/IP 3te chd p id » ¥ 7 3R
AR ATREP- e g, © 2B 8 DPR B2 I @ﬂi;f]mp""i—' o & 12 ASCIT #i=5¢
WAL > F A1 &2 (4o HTTP, SMTP, POP3 4= FTP) 214 16 i 5% &

WS F AL G (o DNS) e TCP/IP i @ H T4 -

GosE o

P& k% WinPcap #P-SRdo 428 ¢ WinPcap & i (fedd) —+4p

% > 7R SmartSniff )T%? iz 32 ==~ Windows ¥ % (Windows

98/ME/NT/2000/XP/2003/Vista/2008/7) * #g8~ TCP/IP #t# -

Windows 2000/XP (& 12+ ) eni®# % %™ » SmartSniff 7 A7 % %

e
P SFd AR R T 5 Raw Sockets’ i kB~ TCP/IP 3
1.1 FTR T RS

f23¢ &4 @ Smssnif
‘fi‘ﬁ‘éﬁ : http://www. nirsoft.net/utils/smsniff. zip

2.1 fRR A
FORT NS ade s G (R IR A, ) Ao
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http://www.nirsoft.net/utils/smsniff.zip

12,2 #F- HEBET feirste T
12,3 HZ= B RS % D 0
.24 #Zz:uaifhaicl

S
(&R A% EPPRREHWT T, 7 i 3 ia R

g q.? ‘:‘m S B ‘ gaEE- WHE - RERe - SFEe M8 FERER &)
! .
® 7P BAE =nE<) 112915 0RE | ¥ mne=
T |
F Y, nEe Am |
b Folder Gt
L readme et 2413 7349 TextDocument | | i P
3 sanif chm 19310 1134 Compiedntmy| b FERE b s
Tlsmanifiexe 72192 66471 Application B smanifizp
s O
| fzmERC) % TANGt®EIPq Day.09-22-2011-00.03
= TRES0) % TANGtERIPG Doy 09-24-2011-00-03.. 2
| @ ped3-ASOC Share (\1921681109Z ] epel
- AT 1 - =
‘smsniftzip SREE 2011/10/13 T 0435 RIEE 2011/10/13 TF 0435
| e )
—REE [RRRE|
i T |
_viREE) |
© MES TR -
RESLESER0) 3 wREE
EEFEFEIRRED 2 sop0l
o T R man
. )
© FENCAIAYOMG) oy R
4 ot DVDRW I8 8 )
5 #1201 R R 3 EER RAETEERR) + o BATIER F)
— i SREHSEW s G pe03-ASOC Share (192166110
£S 3 = 2] 3 B - G
= ) 5 a0 L) [ sl @ s Abea
. 5 W MERERE T RHUR 4 Ausoras
B - o R i
. CIERREERT AR &-§ ;‘:’"
£ i e (R S &3] 0 W ) P
i B B | ey i ‘5\ a, LT’u g w
e e SPNTEES lsions . e ®E ][RR £

1.3.1 P A
& FARH BT

1.3.2  #3- B RRMGEHF LM 2 Snssniff. exe
1.3.3  H3= c MIRIERP T 18, £ BF Agreefd (7425
1.3.4 HZF=Z EBXTEBLLBTTRILE

A o w5 Smesniff i 72 1A F 6
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SmartSniff i ] 9]

File Edit Miew Options Help

EE T ADREE

5 )

I.. £ I Protocol I Local Address I Remote Address I Local Port | Remot. .. | Service Name | Packets | Daka Size =~
D 24 TCR 192,168.0.5 66.218.71.233 1054 =] http 44 36,992 Byte
D25 TCP 192.1658.0.5 212.199.29.6 1035 S0 http 26 11,532 Byte
D26 TCR 192.166.0.5 212.199.29.13 1086 &0 http 4 1,221 Bytes
O 27 TCP . . 212.199.29.6 1037 &0 hittp 10 7,257 Bytes
&

1

GET /pa?q=nirsoft&s=2766679 HTTP/1.1 -
Accept: /%

Referer: http://search.yahoo.con/search?p=nirsoftkei=UTF-8&Fr=Ffp-tab-web-t&cop=
ficcept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: HMozilla/4.8 {(compatible; HMSIE &6.8; Windows HT 5.1)

Host: pa.yahoo.com

Connection: Keep-Alive

HTTP/1.8 288 0K

Date: Wed, 30 Jun 2004 BB:37:19 GHT

P3P: policyref=""http://p3p.yahoo.com/w3c/p3p.xml"”, CP="CAD DSP COR CUR ADH DEU_ILI
»

B ombn Pt o e
< I

|28 TCPJIF conversations, 1 Selected 4

1.4.1 EPTRRERIS

142 ﬁl%—‘: ﬂ&\:‘:utﬁ-}—i&:hlg’—,?_?ktg;-fé?%g
i

4 E otk
1P ei=% 2 Port 2P % [P 2 port

EEER Eapiprre=— BB ER LSS
ol R 2011-10-09 15:36:59.000 EERE

EEZIP 1 E fZ PORT

1.4.3 ﬁ’ﬁﬁ F"’}i—-tSmartSmff ARSI BLE S P A

16
TEFGEIP | . u%m;&mm(@
21D

R HPEE S R EV AHE N FHEE

,#. mlé ¥ ,:ﬁr: nm
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Q SmartSniff

File Edit View Options Help

ple | TADRH2Ea

Index Pr.. Local Address Remote Address Local Port
@17 TCP 192.168.1.100 64.233.183.100 21346
@19 TCP 192.168.1.100 64.233.183.120 21348
@20 TCP 192.168.1.100 64.233.183.120 21349
@21 TCP 192.168.1.100 64.233.183.120 21350
@36 TCP 192.168.1.100 72.14.203.138 21351
@ 37 TCP 192.168.1.100 64.233.183.101 21352
@ 38 TCP 192.168.1.100 64.233.183.100 21353
@39 TCP 192.168.1.100 64.233.183.101 21354
@40 TCP 192.168.1.100 64.233.183.101 21355

Remot.. / LocalHost RemoteHost Service Name
80 http
80 http
80 http
80 http
80 http
80 http
80 http
80 http
80 http

< m

Packets
29

9

9

58

12

16

17

13

12

GET /news/tbn/yr7dL02Z3nsuMM/2.jpg HTTP/1.1
Host: nt2.ggpht.com
Connection: keep-alive

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/535.1 (KHTHL, like Gecko) Chrome/14.6.835.2082 Safari/535.1

Accept: x/x*

Referer: http://news.google.con.tw/nwshp?hl=zh-TW&tab=wn
Accept-Encoding: gzip,deflate,sdch

Accept-Language: zh-TW,zh;q=08.8,en-US;q=0.6,en;q=06.4
Accept-Charset: Big5,utf-8;q=6.7,%;q=6.3

GET /news/tbn/qkUHYrbagib2WM/2.jpg HTTP/1.1

| »

4376 TCP/IP conversations, 1 Selected

144 HI= F- BEFE
& B

HEE L d S A ki)

ER Smartsniff = @] % |
E-a—siit View Options Help

e VAIORnE 4

Index Pr.. Local Address Remote Address Local Port Remot.. / LocalHost RemoteHost Service Name Packets

@1 TCP 192.168.1.100 66.220.151.86 26480 80 http 1

@2 TCP 192.168.1.100 66.220.151.86 26966 80 http 33

@3 TCP 192.168.1.100 66.220.151.86 26992 80 http 1

@4 TCP 192168.1.100 69.171.229.13 26092 80 http 3

< m | »
6 Packets Captured

27




1.4.5 HFr SR B S  { € - Tt Ik
B oA LR R TR i TR TR
Pt gt Ctrl+F8 kot g if & ch¥idis >
j= ¢ @?J ~” include:remote:tcp:63230" ¥ &g

APH T 2

Capture Filter

Type one ar more filker ztings, separated by spaces or enter keys. Here's some
examolez for filter strings;

include: rerote: tep: 80
include: both:udp:53-139
exclude:both:tepudp: 192,168 0.1-1592.168.0.100

include: remote: top: 63230

(]S ] [ Cancel ] I Clear

cHRE R kgt e TR CtrltA 28 BRE+
4T #4177 Save Packet Summaries” % 7 #7iE B~
igte TR EMEE TR Email 1 A¢ o R a0l
iz 48 (ntuasoclntu. edu. tw) *:iB18 L &— H v

1 1
X IE

1.4.6

F
3§
X}
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i &R SmartsSniff

File Edit View Options Help |
== =7 k| DO el
Index Pr.. Local Address Remote Address Local Port Remote Port  *
® 1
@ 1
@ 1 &
S B .1 69 2
Il B 1 38 HTML Report - TCP/IP Streams
i B a 3m = e
[ g -° = = Save Packet Summaries
il oB 1 =
S gl 1 72
© Bt 1 38 Choose Columns
@ 1 72 Auto Size Columns Ctrl+Plus
2 Select All Ctrl+A
Deselect All Ctrl+D
Copy Ctrl+C
Move Next F8
Move Previous F7
u
ER Select a filename to save ]
° » Bl > THEEQC) » +. EEFREEC) p
Q- — — 26 E; ‘
AEE v  FEERK - @
- 28 ’ BuEH Rl
B T= . cycgame 2011/9/12 F50...
msE . HP LJ4200-4300 Series PCLS Driver 2011/7/21 FF0... |
r L BEGUE . PerfLogs 2009/7/14 £EF 1.
| 1 Program Files 2011/7/8 £510..
o EeE 'Lu Program Files (x86) 2011/8/12 EF 1.
0 xs i TeamViewerPortable 2011/7/7 £507...
o=z 1 Windows 2011/8/25 T4 0...
H a8 b ERE 2011/6/28 £51..
=Ex S FEERNR 2011/7/29 TF 1.
L]
L FEEEC)
) cycgame -
BREEW): packe] v
FERI)
-~ BEEHR

l
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it 2MmEFR

| packet bt - ;LEE

(B EEN S

BERA NEE #BHAO

BREV) REH

Index

Frotocol

Local Address
Remote Address
Local Port
Remote Port
Local Host
Remote Host
Service Nane
Packeta

Data Size

Total Size

Data Speed
Capture Time
Lazt Packet Time
Duration

Local HAC Addres=s :
Remote MAC Lddreasa:
Local [P Country
Eemote IP Country :

|

: TCP

;192 166.1.100
: 66.220.151.86
: 26480

T80

: hitp
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: 8,878 Bytes

: 10,651 Bytes

: 0.0 EB/Sec

$ 2011/10414 B 02:51:01:625
2 2011/10/14 B 02:54:4

2 00:03:44.878
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[ndex

Frotocal

Local Addrese
Renote Address
Local Port
Remnote Port
Local Host
Renote Host
Service Nane
Packets

Data Size

Total Size

Data Speed
Capture Time
Lagt Packet Time
Duration

Local MAC Addresa :
Remnote MAC Addresa:
Local IP Country

3 i

: TCP

: 192,168, 1,100
: 66.220.151.86
1 26966

: 80

¢ http

1 8,862 Bytes

- 10,633 Bytes

1 0.0 EB/Sec

22001010414 B& 02:51:01:626
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VI RU s Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection

T T AL of viruses, worms, trojans, and all kinds of malware
detected by antivirus engines. More information .

Analysis Search Stats Advanced VT Community FAQ About VT
1

- 24‘ Senvice load @ i ]
EEEE
Send it over SSL @

Send file ’ 3)

If you wish, you can also send files via email or using VirusTotal's public AP

(Maximum file size: 20MB)

VirusTotal © Hispasec Sistemas - » Blog- & Twitter - Contact: info@virustotal.com - TOS & Privacy Policy
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VI RU S Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection

T T AL of viruses, worms, frojans, and all kinds of malware
detected by antivirus engines. More information. ..

0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 VT

Community user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.

File name: op0722.rar
Submission date:  2011-10-14 01:27:37 (UTC)

Cusisie e L

Antivirus Version
AhnLab-V3 ﬁ’; 2011.10.13.00
Driieb *ﬁj 5.0.2.03300
Emsisoft E"J} 5.1.0.11
GData ﬁj 22

==
Mchfee 23 5.400.0.1158
McAfee-GW-Edition %ll 2010.1D
SUPERANtiSpyware % 4.40.0.1006
VBA32 3.12.16.4
Additional information

MD5 : 913b0ae4982bbcfeb8£c952359d11417
SHA1 : 955d73025e8c0248e8ae24ce6ila2ibb34bébeTb

Last Update
2011.10.13
2011.10.12
2011.10.13
2011.10.13
2011.10.13
2011.10.13
2011.10.13
2011.10.13

SHA256: 6bT7ef27c446£01db0a0714£6415e95e388925b0b256dfa6cd325¢cic3fb35T726E

VT Community

@

not reviewed
Safety score: -

*ﬁ_& 3

Result

Show all
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7o R3T B SIEY o AntiVir 13 @& % i p A 5 F R

% 75!\/)‘1 F\:B %EE‘J/” °
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VI RU S Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
TOT AL of viruses, worms, trojan;, and all kinds of mgiware
detected by antivirus engines. More information...
0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 VT VT Community
Community user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.
File name: op0722.rar Q
Submission qate: 20:l1-10-14 01:27:37 (UTC) i o
g:;rslrt]:t e ’ 33@?%??}?5‘3 lgﬁﬁgw\ %‘ safew score: -
G NaR RN RAE Sl ,:ﬁ_g’ﬂ-_;
A Compact Print results &
Antivirus Version Last Update Result
AhnLab-V3 2011.10.13.00 2011.10.13 -
AntiVir 7.11.15.252 2011.10.13 -
Antiy-AVL 2.0.3.7 2011.10.13 -
Avast 6.0.1289.0 2011.10.13 =
AVG 10.0.0.1190 2011.10.13 -
BitDefender 7.2 2011.10.13 =
CAT-QuickHeal 11.00 2011.10.13 =
ClamAV 0.97.0.0 2011.10.13 =
Commtouch 5.3.2.6 2011.10.13 -
Comodo 10440 2011.10.13 -
DriWeb 5.0.2.03300 2011.10.12 -
Emsisoft 5.1.0.11 2011.10.13 -
eTrust-Vet 36.1.8617 2011.10.13 -
F-Prot 4.6.5.141 2011.10.13 -
F-Secure 9.0.16440.0 2011.10.13 -
Fortinet 4.3.370.0 2011.10.13 -
GData 22 2011.10.13 -
Ikarus T3.1.1.107.0 2011.10.13 =
Jiangmin 13.0.900 2011.10.12 =
K7AntiVirus 9.115.5278 2011.10.13 =
Kaspersky 9.0.0.837 2011.10.13 -
McAfee 5.400.0.1158 2011.10.13 -

B R R InAs Y EApR T £ &35 TSubmit a URL | ;"%]
ST RERIET LR EHE T 0 A K A-SOC A B < e L bl Hk

%% 40T 5 [(Clean site | M & &% 20
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VIRUS
TOTAL

Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of viruses, worms, frojans, and all kinds of malware
detected by antivirus engines. More information...

Analysis Search Stats Advanced VT Community FAQ AboutVT

Upload a file

Submita URL

|

Senice load @ i ]

If you wish, you can also submit URLs using VirusTotal's public AP|

|nttps://sites.google.com/a/asoc.cc.ntu.edu.tw/internal/

[romin | g 3

VirusTotal © Hispasec Sistemas -

N Blog - @ Twitter - Contact: info@virustotal.com - TOS & Privacy Policy

VT Community Signin ¥

Languages Vv

VIRUS
TOTAL

Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of viruses, worms, trojans, and all kinds of malware
detected by antivirus engines. More information...

0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this URL is benign. 0 VT
Community user(s) with a total of 0 reputation credit(s) say(s) this URL is malicious.

Submission date:
Current status:
Antivirus report:
Webscan result:

2011-10-14 01:47:31 (UTC)

finished

View downloaded file analysis

2 Compact

URL analysis tool
Avira
BitDefender
Dr.Web

G-Data

MalcOde Database

MalwareDomainList

Opera
ParetoLogic
Phishtank

TrendMicro

Websense ThreatSeeker

34

Tﬁ?*gﬂ \\‘El:'

- —a

VT Community
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Print results &
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